
SUCCESS STORY
Why a leading risk management firm chose ControlScan 

to safeguard HIPAA-compliant data
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Overview

As one of the nation’s leading independent 

insurance brokerage firms, our client 

leverages its risk management expertise to 

specialize in insurance solutions, employee 

benefits, and health management services 

for companies in a range of industries. The 

services the client provides require the 

collection and storage of large amounts of 

confidential information, including HIPAA-

compliant data.



01.
Client 

Background



After falling victim to a ransomware attack, it  

became clear to the client’s C-level 

executives that managing network security 

internally was no longer a viable option. 

While highly talented, the firm’s IT team just 

didn’t have the bandwidth to efficiently secure 

company data and rapidly detect the ever-

increasing number of cyber threats. To stay 

competitive and protect their client data, they  

knew they needed a much more robust 

defense  system. Their ideal solution had 

to be reputable, cost-effective and 

practical. 

02.
The 

Challenge



Why They Chose ControlScan A Decade of Data–

Gone in a Flash

Rapid Response

ControlScan was able to step 

in at a moment’s notice and 

help the client recover from 

the ransomware attack. Still, 

the client’s leaders knew they 

had much to consider before 

signing a contract with a 

managed security service 

provider (MSSP).

“There are a lot of firms to  

investigate out there—you 

know, everybody does 

everything,” said the client’s 

Chief Operating Officer.  

Staying Power

As a company that helps other  

companies manage risk, 

trusting security to one of the 

many cyber firms that have 

popped up in recent years 

didn’t seem like a wise  

decision, no matter how 

enticing their promises. In fact, 

a recent Forrester report listed 

consolidation of security 

vendors due to declining 

valuations as a top trend 

Security and Risk professionals 

should watch.

A Perfect Partnership

Ultimately it was ControlScan’s 

longevity and accommodating 

nature that made them the 

perfect partner for the client’s IT 

department.

“Certainly the ControlScan 

name is one that carries with it 

a fair amount of gravity, so we 

knew it would be done right,” 

said the COO.

One Friday afternoon, an urgent call came into 

ControlScan’s cybersecurity headquarters. On the phone 

was the future client, desperate to reverse the damage 

done by a malware sample on their network. In just a few 

hours, ransomware had managed to compress and encrypt 

two terabytes of data with close to 10 years’ worth of critical 

business information.

ControlScan responded immediately, reaching out through 

its partner ecosystem, gathering a team of cybersecurity 

experts at the client site, and working through the weekend 

to assist. After working with the Incident Response team 

and ControlScan security experts to restore data and 

recover from the shock of the attack, the client later invited 

ControlScan back to conduct a full IT risk assessment.



“The reality is we need to rely on somebody 

that really has staying power, that’s been here 

for a long time and will continue to be here for 

a long time…there are a lot of startups. There 

are a lot of companies that I’m concerned 

won’t be around in a few years but will have 

consolidated. I think ControlScan is going to 

remain a leader in the field.”

-Chief Operating Officer



A comprehensive IT risk assessment took into account 

regulatory requirements and revealed new ways for the 

client to fortify its network against internal and external 

threats. Now officially the client’s managed security 

service provider, ControlScan partnered with their 

internal team to construct a forward-looking 

cybersecurity platform.

“We needed a partner that we could trust, and that had 

the technical expertise to provide us with a multi-tiered 

approach to security,” said the Chief Information Officer.

03.
The 

ControlScan 

Solution



Productivity

Protection

Peace of Mind

A Unique “Human + 

Analytical” Approach

ControlScan’s approach involved working closely 

with the client’s IT team to design a system that 

would alleviate some of the burden on internal 

resources, allowing analysts and administrators to 

focus on making core systems available to 

employees.

“We didn’t say, ‘You’re going to have to stop 

everything or rip and replace everything you have,’ 

because that’s not realistic,” said Tom Callahan, 

Director of MDR Operations, ControlScan. “We 

spent time understanding the client’s business 

needs to give them a custom experience that was 

designed specifically around the client and their 

security program. We put that in place with real 

awareness of the team they had, the limitations and 

the abilities that were there, and attention to their 

long term objectives.”

At the heart of the client’s solution is ControlScan’s 

24x7 Security Operations Center (SOC), where 

cybersecurity experts capture and compile data 

from the client’s digital environment—resulting in a 

level of decision support not possible in traditional 

monitoring environments.

Technology and Services 

Provided

• Threat Management

• Log Management (SIEM)

• Intrusion Detection

• Managed UTM Firewall

• 24x7 Network Monitoring

• Security Awareness        

Training

• Vulnerability Scans



“ControlScan was able to go 
beyond just technological solutions, 
and look deeper into the organization 
to understand our workflow and our 
processes. They were able to deliver a 
solution that took into account both 
our technological needs as well as our 
human needs.”

-Chief Information Officer



The aforementioned malicious attack had dealt a 

temporary blow to employee productivity for the 

client, resulting in the loss of about a day’s worth of 

work—a loss that could have been much larger had 

ControlScan not intervened. Since partnering with 

ControlScan, the client has been able to ward off 

such costly security breaches. Still, the CIO says 

some critical benefits of the ControlScan partnership 

are incalculable.

04.
The  Results

Sustainable 

Initiatives



Hawaii Dental Service Shields Patient Records with Customized Dun

We’ve got your back.

ControlScan managed security and 

compliance solutions help secure IT 

networks and protect payment card 

data. Thousands of businesses 

throughout the U.S. and Canada 

partner with us for easy, cost-effective 

access to the expertise, technologies 

and services that keep cyber criminals 

and data thieves at bay. 

More About 
ControlScan

Technology and  
Services Provided

• 24x7 Network 

Monitoring

• Managed Detection 

and Response

• Endpoint Detection 

and Response

• Managed UTM 

Firewall

• ASV Vulnerability 

Scans

• Network and  

Application Layer 

Penetration Testing

• PCI DSS and HIPAA 

Assessments, Testing 

and Guidance


